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HOWTO: IPCop-OpenVPN
I’m a huge fan of IPCop. It’s a great firewall distro that makes administration a snap using a slick web interface. My goal was to use IPCop and an easy-to-use VPN client to allow access to my LAN while away from home.

I ended up going with the ZERINA OpenVPN addon for IPCop and the OpenVPN GUI for Windows.

If you’ve ever wanted full, secure, encrypted access to your LAN from any remote location, here is your guide. 

Just follow these ten easy steps…

IMPORTANT UPDATE: Newer versions of both IPCop and ZERINA (new URL!) have been released since I wrote this HOWTO. You will need to go to each of their respective websites and use the latest version of each to make this work. Ignore the version numbers and/or links given below. You need the latest version of each package!
1. Install IPCop
Download, install, and configure IPCop. Remember that it’s a full distro, so you need a dedicated box to be able to run it. But the good thing is that you barely need any processor power or RAM to make it work. I’m currently running mine on a Celeron 433 box with 32MB (yes, megabytes) of RAM. The CD installer really holds your hand and makes it quite easy, but you may want to check out my Building an IPCop Firewall presentation that I gave at CPLUG back in May 2005.

The OpenVPN addon requires the latest version of IPCop, but since you apply security patches as they come out you don’t have to worry about that… right? Right.

Also, I added a line for the IPCop box to /etc/hosts on my other hosts.

$ grep ipcop /etc/hosts 192.168.1.2 ipcop
So from here on, I’ll be refering to it by it’s hostname of ipcop.

2. Enable ssh access on the IPCop box
Point your browser at your IPCop box, usually at https://ipcop:445 and go to System and then SSH Access. Check the boxes for “SSH Access”, “Allow password based authentication”, and “Allow public key based authentication” and then press the Save button.
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3. Download and scp the OpenVPN addon
While IPCop does come with a built-in VPN server, by using OpenVPN you will be able to use the nice GUI clients that are available for it. So download the ZERINA installer and save it to one of your boxen other than the IPCop box. I recommend using wget.

Next, scp the file to your ipcop box:

$ scp -P 222 ZERINA-0.9.3b-Installer.tar.gz root@ipcop: root@ipcop's password: ********* ZERINA-0.9.3b-Installer.tar.gz 100% 327KB 326.5KB/s 00:00 
Please note that the version numbers in the listing above and throughout this HOWTO were current as of the writing of this page. However, newer versions have been released since that time. Please be sure to use the latest versions of all packages as you follow along.

4. Unpack and install the OpenVPN addon
First, ssh into the ipcop box:

$ ssh -p 222 root@ipcop
Make a directory in which to unpack the addon and move the tar file into there:

root@ipcop:~ # mkdir zerina root@ipcop:~ # mv ZERINA-0.9.3b-Installer.tar.gz zerina root@ipcop:~ # cd zerina root@ipcop:~ # tar -xzvf ./ZERINA-0.9.3b-Installer.tar.gz
You should now have the following files:

root@ipcop:~/zerina # ls _GPL library.addons _README updatefiles install patch.tar.gz uninstall
Now run the installation script:

root@ipcop:~ # ./install
The addon is now installed.

5. Create a configuration file
This is an important step. Do not skip it.
Point your browser at https://ipcop:445/ and go to the VPNs tab and then OpenVPN. Hit the Advanced Server Options button. Without making any changes to the options, hit the Save button.

6. Follow the OpenVPN/ZERINA HOWTO
There is no sense in me repeating the extremely clear and helpful howto at the ZERINA site. Go there and carefully walk through each of the steps. Along the way you will generate your certificates and create a new connection profile for a user.

If you follow the directions, you’ll end up with both a Root Certificate and a Host Certificate. You will also have a connection certificate that you will need to put on the client/remote PC, and you’ll end up setting the password for the client/connection. Make sure it is the Host-to-Net Virtual Private Network (RoadWarrior) type:
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Don’t forget to turn OpenVPN on in Step 5. :)

7. Download the OpenVPN client package (zip)
On the OpenVPN configuration page, after you have created a client connection profile, you will see the following icons next to it:
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Click the multicolored icon to the left of the info icon, and save the zip file to somewhere. You’ll need to get this file to the client/remote computer (e.g. via USB drive or email).

8. Load the OpenVPN GUI client
Download the OpenVPN GUI for Windows and install it on your client computer. 
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Installation docs are available, but there’s not much to do other than walk through the installer.

After it is installed, you’ll have the following icon at the bottom of your screen:
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9. Unzip OpenVPN client package
Take the client package that you saved in Step 7 and unzip the contents into your OpenVPN client config directory. That is probably located at: C:\Program Files\OpenVPN\config.

10. Connect to the VPN
Make sure that OpenVPN is running on the ipcop box, and that you are connected to the Internet. 

Right-click on the OpenVPN icon and click Connect:

[image: image6.png]is
m

. Connect

. Discannect
§ Sho status
o

ViewLog
Edit Config
Change Password

Proxy settings

about





Note that if you did not install the client package correctly in Step 9, you will not have that option available.

Enter the password that you set in Step 6, and you should be connected! You will get assigned an IP address in the 10.241.239.0 range by default.
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Once you have an IP, you’ll be able to access all the resources on the LAN (e.g. Samba shares).

Thanks go to Matt and Fuzzie for all their help with config and testing.

Update: Heh! Getting some linkage from Digg right now…

Corrections/Addendum:
1. If you are using Windows XP and get a WSAEADDRINUSE error when you try to connect the VPN, add the “nobind” keyword to your client config and save it. That should fix it. 

2. If you are trying to connect to the Blue interface on IPCop you’ll need to edit your OpenVPN client config. Comment the first remote line and uncomment the one for the internal IP address of the Blue interface: 

#remote serpent.thinkhole.org 1194 remote 192.168.2.1 1194
That should fix it. 

3. If you are using a client (usually on Linux) and getting lots of dropped connections and ping timeouts, try switching from UDP to TCP. You’ll need to change it in IPCop and then edit the “proto” line in the client config. Seems to have fixed it for me. 

4. Need an OpenVPN for OSX? Check out Tunnelblick. 

How to Road Warrior
IPCop and OpenVPN Road Warrior, easy as one two three...
How to for ZERINA 0.9.0b - ZERINA 0.9.4b 
This how to will guide you step by step on howto configure the OpenVPN addon, so that you can run an OpenVPN server on your IPCop firewall, so that roadwarrior clients (Win32 in this how to)can reach your lan.

This is what we call "hassle free roadwarrior vpn" ;-)
Before we start!

This howto comes with NO warranty or guarantee, so use it at your own risk.
Please note, the whole thing is still under development, so probably some steps are actually slighty different
We assume that you allready followed the addon install instructions.
And that we have already have installed the OpenVPN GUI
Step 1 Start
Used software 

IPcop
IPCop OpenVPN addon
OpenVPN GUI for Win32

We suppose that we have following situation:
IPcop RED side 192.168.181.2
IPCop GREEN side is 10.10.1.1
Our Windows 2000 client is connected via dsl to the internet 
First we need to access the OpenVPN controll page
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The initial OpenVPN page will open and showing us two boxes
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Global settings, thats what we frist start to configure
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Certificate Authorities, this part will be explained later

Step 2 Global Settings

Step 2
Global settings
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	No
	Fieldname
	Discription
	Example input

	[image: image11.png]



	OpenVPN on Red

	This enables/disables ther server, on the RED IPCop device, to be able to start the server we check this box.

	checked
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	OpenVPN on Blue

	This enables/disables ther server, on the BLUE IPCop device, for this howto we leve this unchecked, Note this is only visible when you have an active BLUE device

	unchecked
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	OpenVPN on Orange

	This enables/disables ther server, on the ORANGE IPCop device, for this howto we leve this unchecked, Note this is only visible when you have an active ORANGE device

	unchecked
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	Local VPN Hostanme/IP

	IP or hostname under wich we will except connections from outside on the RED DEVICE, normaly you will fill in your red ip, or if you don't have any static red ip this could also be a dynamic hostname

	192.168.181.2
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	OpenVPN Subnet

	OpenVPN needs an extra virtual subnet to operate, this subnet may not be used elsewhere on IPCop or on the client side otherwise it won't work

	10.0.10.0/255.255.255.0
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	OpenVPN device

	Choose the desired device till now only tun is supported later tab will also be choosable. tun is for routed connections and tab for bridged

	tun


	[image: image17.png]




	Protocol

	Either udp or tcp can be choosen, this depends at least on your desire. udp is faster then tcp.

	udp


	[image: image18.png]




	Destination Port

	choose any free protocol/port combination wich isn't used on IPCop and isn't beeing forwarded. OpenVPN 2.0 default protocol/port is udp/1194

	1194
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	MTU Size

	The default MTU value is 1400, OpenVPN adds, like other VPN protocols, a header to every transmited package, so adjust this value to avoid unnecessary IP fragmentation

	1400
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	LZO-Comperssion

	This enables/disables the use off LZO compression, default is checked 

	checked
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	Encryption

	Choose here your desired encryption type , it depens on how paranoid you are ;-), default is BF-CBC

	BF-CBC
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	After you filled all data hit the save button, to save the server configuration.
	 


After doing so, the the Global settings will look like this:
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Step 3 Certificate Authorities

Step 3
Certificate Authorities:
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As we just started, we don't have any certificates, note that this addon uses its own PKI, we thought it would be better to seperate it from the standard IPCop VPN PKI.

The first releases had the same behavior like the IPCop vpnmain.cgi all generated certificates received the same serial nomber, this has now changed.
To be able to accept/authenticate connection we need a root and a host certificate, so lets create them

	No
	Fieldname
	Discription
	Example input
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	Generate Root/Host certificates

	Push this button to step inot the generate process 

	push
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	CA Name

	We don't need this function right now 

	none
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	Research

	We don't need this function right now 

	none
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	Upload CA Certificate

	We don't need this function right now 

	none



After we have done so a new page will be open
Generate Root/Host certificates:
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	No
	Fieldname
	Discription
	Example input
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	Oragnization Name

	Type in your organization Name 

	myorg
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	IPCop's Hostname

	This field is pre filled with either your red ip or your hostname.

	192.168.181.2
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	Your E-mail Address

	Input is not necessary, type in your contact e-mail 

	myemail@myhost.com
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	Your Department

	Input is not necessary, type in your department 

	mydepartment
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	City

	Input is not necessary, type in your City 

	hamburg
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	State or Province

	Input is not necessary, type in your State or Province

	hamburg
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	Country

	Choose your country 

	germany
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	Generate button

	If all necessary data (point 1,2,3) is enterd, you can hit that button to start the generate process

	push
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	Research-PKCS12 file

	This is optional,either you genrate a new certificate or you can upload an existingif you already have certifcates wich you want to use, then you can upload them, point here to the certificate location, the certificate has to be in PKCS12 format. 

	upload file PKCS12
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	PKCS12 File Password

	This is optional,type in the PKCS12 file Password

	PKCS12 file password
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	Upload PKCS12 file

	This is optional, button to start the upload

	push




After you entered the data it looks like this
	[image: image41.png]Generate Root/Host Certificates:

Organization Name:
1PCap's Hostname:
Your E-mail Address: @
Your Department; @
city: @

State or Province: @

Country:

@ This field may be blank

WARNING: Generating the root and host certficates may tske a long time. It can take up to several minutes on older hardware. Please be patient.

fog
fwee
frambrg
fambrg
[Gemany =]
Generate RooyHost Certificates

Upload PKCS12 file
PKCS12 File Password: @

@ This field may be blank

Upload PKCS12file







Now when all neceassary data is enterd (point 1,2,3) we hit the Generate Root/Host Certificates button .

!!!Depending on your hardware this realy can take very very long, as also a dh file (Diffie Hellman) is beeing generated, wich the OpenVPN server needs, so hold on till everything is finished!!!
After the (hopefully) succsessful generate process, the main OpenVPN status page will open and the Certificate Authorities box will look like this
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Step 4 Client certificate

Step 4
Client certificate

Now we need a client certifacte to proceed on, several ways are possible, we choose the simplest one. 
Now lets get back to our OpenVPN control page as we want to add a new client we hit the Add button on the
Client status control box
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	No
	Fieldname
	Discription
	Example input
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	Add

	Adds a new connection, currently only host2net roadwarrior connection are possible

	push
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	Statistics

	Here you can later retrive Connection Statistics, it is disabled til the server starts 

	none


	 
	 
	 
	 


After we have pushed the add button, a new page Connection Type will open.
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	No
	Fieldname
	Discription
	Example input
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	Add

	proceeds the add process, currently only Host-to-Net (roadwarrior) connection can be added, Net-to-Net will be implemented later.

	push



So again hit the add button. 

A new page with two boxes Connection and Authentication will be open
First we will take care of the Connection box
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	No
	Fieldname
	Discription
	Example input
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	Name

	Simply a Name for the new connection

	client1
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	Remark

	Input is not necessary, any remark for that connection, that could be helpfull to identify it later(imagine you have 80 connections)

	This is client 1
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	Enabled

	This field enables/disables a connection, default is checked wich means enables, the above picture is not correct, i mad in resnapping it

	checked



Now lets take a look at the second box Authentication.
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	No
	Fieldname
	Discription
	Example input
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	Upload/section

	Several scenarios are possible but in this howto we don't touch this setting

	none
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	Users's Name/Hostname

	This is the Common name for the certficate 

	client1
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	Users's E-mail Address

	Input is not necessary, type in your contact e-mail 

	client1@myhost.com
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	Users's Department

	Input is not necessary, type in your department 

	mydepartment
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	Organization Name

	Input is not necessary, prefilled with infromation 

	leave
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	City

	Input is not necessary, prefilled with infromation 

	leave
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	State or Province

	Input is not necessary, prefilled with infromation 

	leave
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	Country

	Input is not necessary, prefilled with infromation 

	leave


	[image: image61.png]




	PKCS12 File Password

	type in the PKCS12 file Password, at least 6 charachter

	123456
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	Save

	When all needed data is entered hit the save button to start the generate process

	push



	 
	After you have entered all data the input window will look like this
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Now push the SAVE Button button to start the process.
	 


After doing so the main OpenVPN Status page will open and showing us in the client status and control box,
with the newly added connection.
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No we download the client package.
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To do so we hit the download symbol (download Client package)
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Save the Client package zip archive, transfer it to the host from where you want to connect,
and extract its content to the OpenVPN GUI config dir in our example it is
C:\Programme\OpenVPN\config\
Step 5 OpenVPN Server Start

Step 5
OpenVPN server start
After all that steps we are ready to start the OpenVPN server.
Back on the main OpenVPN status page, we he the Start OpenVPN Server button (see picture).
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After that, and when everything when well, the server staus will change and looks like this
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Included with this addon there is also an extended version of the logs.dat wich allows us to view the openvpnserver log message.
To view this messages follow the step showed on the pictures.
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Important is, the the last line saying "Initialization Sequence Completed", this indicates that "everything" went fine.

Now our server runs and accepts connection
Step 6 Finaly connect

Step 6
Finaly connect from the client to our OpenVPN server
Now back at the client we start the OpenVPN GUI (if not already done), this opens a new tray icon where we can manage OpenVPN.
Access now the context menu (left mous button on the tray icon) and choose Connect, see picture.
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A new window will open, asking us the password for our private key (the password we entered during the generation),
so lets enter the password and hit OK.(see picture)
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After doing so and everything is correct, follwing succusess message will shown.
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Isn't that great :-) ?
The OpenVPN GUI status page (reachable at the context menu) will look similiar like this.
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Back on our IPCop we can see the client staus.
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Now we are done and this howto ends here.

Attached some figures showing new functions, that are included in this addon.

OpenVPN Connections Statistics
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Extended Connections.cgi showing now also OpenVPN connections
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Extended Proxy.cgi with support for proxy support for OpenVPN
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Notes from the author
This howto comes with NO warranty or guarantee, so use it at your own risk.
VPN and certificates are a very much complexes topic and it contains many points which this simple howto cannot cover.
If you need further-reaching infromationen, then please visit the corresponding Internet pages.

It remains to say, that english isn't my mother tongue and I have dealt with the OpenVPN topic only for a couple of weeks, therefore you may forgive me for corresponding spell faults as regards content.

If you have found any errors please contact me by e-mail

We are actually a smal team of developers more features will come, hold on for the comming up features

15.06.2005 Ufuk Altinkaynak
Add this for orange or blue VPN to Work
1. Nick Says: 
November 14th, 2006 at 1:37 pm 
I’ve been struggling with ipcop and openvpn for about 24 hrs now. I was able to make the connection and was able to ping the gateway, just couldn’t talk to anything past the gateway. It really didn’t make any sense to me so I googled and googled and googled. Finally I have a answer that works. Apparently this is a big problem for alot of people and nobody ever posts the “answer”. Heck just in this blog several people suffer the same problem. 

The Setup

My Laptop (192.168.1.100) ==> Linksys Router (LAN 192.168.1.1 / WAN 68.13.33.194) ==> Internet

Internet ==> IPCOP (WAN 85.1.33.14 / LAN 10.0.1.1 / OPENVPN 10.0.2.0/24)

ETH0 - 10.0.1.1
ETH1 - 85.1.33.14

Just by typing this in at the command prompt in IPCop I was able to ping everything behind the gateway(IPCOP).

iptables -t nat -A CUSTOMPOSTROUTING -s 10.0.2.0/24 -o eth0 -j MASQUERADE

Where 10.0.2.0 is your OpenVPN Network Information. 

