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Crist ian Balan 

spends his  days 

outsmarting 

Computer  

Cr iminals

Cyber 
Crime 
Crusader

W H A T ’ S  H O T
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by Kathleen landwehrle

“When you’re in this kind of work, you’d better be one of the good guys,” says Balan, who is 

assistant professor in the Computer and Digital Forensics Program at Burlington’s Champlain 

College. “We really love to see bad guys brought to justice.”   
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In digital forensics, there are 

the white hats and the black 

hats. Cristian Balan is 

definitely one of the 

white hats.
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Whiz K id

Bringing them there is what he is 
about. With credentials in 
mathematics, teaching, and 

computers, his expertise is a perfect storm. 
“I was a geek kind of kid,” says the six-foot-
two straight arrow. Born in Techirghiol, 
Romania, a small town on the shores of the 
Black Sea, Balan says he grew up in a 
country comparable in beauty to Vermont. 
But his parents wanted to raise their only 
child with more opportunities, so in 1981, 
when he was 13, they emigrated to the 
United States. Balan spent his adolescence 
in New York City, where he attended 
Thomas Edison Vocational and Technical 
High School, then went on for a teaching 
degree from Plattsburgh State University. 
By then, he was already known as a whiz in 
electronics and computers.

teaChing & Beyond
“I taught math for a number of years,” 
Balan notes, “then was asked to be the 
technology coordinator for the Peru Central 
School District, 30 miles south of Plattsburgh, 
New York. I would have had to teach for ten 
years to get the kind of money I was offered.” 
Meanwhile, he had begun managing his 
own private consulting firm on the side, 
handling security audits, penetration 
testing, network management, technology 
training, and digital forensics analysis.

About five years ago, he was approached 
by Plattsburgh’s chief of police to assist 
with new software and hardware they were 
adopting. “He said they were looking for 
someone with a security clearance who 
could be trusted with confidential 
information,” Balan says. “I had consulted 
in areas of systems administration and 
security so had often been around police 
departments, working on statewide projects 
like TraCS (Traffic and Criminal System), 
the mobile systems in the police cars.”

Last year he became involved in 
Vermont Infragard, an FBI-sponsored non-
profit that draws people from the 
community who are dedicated to cyber 
security. “The most powerful tool we have,” 
he says, “is educating the public.”  

By teaching at Champlain College, Balan is able to guide the students who will be 
doing the hands-on digital forensics of the future.

“We are continuously fiddling with firewalls, routers, and intrusion detection 
systems. Protecting customer data, confidential information, and trade secrets are 
other avenues for the white hats.”

a history of serviCe
In keeping with his desire to serve, Balan, 42, has been a member of the Army National 
Guard since 1989. “For the past eight years, I’ve been involved strictly in information 
assurance, computer security,” he says of his work in the Guards. He was asked to 
assist in the early planning of a school that will train computer response teams. In 
2003, the National Guard Regional Readiness and Technology Center opened at 

The Cost of Cyber Crime 
 
Although Vermont ranks 48th 
nationally in internet crimes, the 
number of cases rises each year. 
The randolph murder of twelve-
year-old Brooke Bennett last 
spring was eye-opening for what it 
revealed about the role of com-
puter forensics in helping solve 
crimes. The staff of the Computer 
Crime division of the Vermont 
State Police in Waterbury spends 
upwards of 80 percent of their 
time on cases of child pornogra-
phy, though that is only one of the 
dangers facing computer users. 
in 2007, nationwide losses from 
cyber crime totaled $240 mil-
lion--$300,000 in Vermont alone.

CRIME     % OF TOTAL CRIMES

Auction Fraud     39.2

Non-Delivery of Merchandise Payment  22.7

Credit Card Fraud 10    10.2

Confidence Fraud    6.8

Financial Institution Fraud   4.5

Check Fraud     4.5

Threat      2.3

Computer Fraud    1.7

Nigerian Letters    1.1

W H A T ’ S  H O T ?

Top Complaints from the 2007 Vermont Internet Crime Report
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Mr. Balan works with Champlain College students Timothy LaTulippe, David Lindquist, and 
Mathew Kittle.

Norwich University; Balan is chief of their computer emergency response team.
He’s so serious about his field that it’s hard to picture him outside work. Asked what 

he does for enjoyment, he immediately responds that he’s always trying to learn 
something new about computers. But it turns out he also spends a great deal of time 
fishing with his closest friend Larry Giandomenico, who was one of his former 
professors.

“Besides his career, he’s devoted to his family, wife Kathy and eight-year-old son 
Joshua,” says Giandomenico. “And he’s a true friend; we’re always helping each other out 
on various home projects.” An outdoor person, Balan hikes, skis, swims, and scuba dives. 



62 Winter 2008 | 2009

“He’s just an all-around fine guy,” 
Giandomenico adds, “and so bright.  
He speaks many languages and has a 
great mind. This man has all the tools  
to become a leading, recognized  
authority in digital forensics.”

It’s a good thing he’s one of the  
white hats.

K.K. Wilder is a Burlington writer 

and columnist.

Timothy LaTulippe is the first undergraduate 
to earn his Certified Computer Examiner 
(CCE) designation. His goal for the future 
is to establish a private consulting business 
dealing with digital forensics litigation  
support.

Mathew Kittle, who hopes to work in  
litigation support to help prepare cases 
for juries, says “People are less inclined to 
let you touch their cell phones, PDAs, and 
computers once they’ve seen what kind of 
information you can extract from one.”

W H A T ’ S  H O T ?


